YOU CAN BE SURE

Lifespan of Netrust certificate

The certificate has a lifespan of 3 years from the date of issue. Netrust Certificate renewal is
automatic as long as Electronic Service Agents continue to use and pay for the certificate
subscription annually.

Online certificate renewal will occur much earlier before the actual expiry; between the 11"
and 14" month from the date of expiry.

Should your certificate become invalid due to failure to renew certificate, please submit the
Certificate Management Request Form (Annex C) to Netrust to carry out a certificate
recovery. This service is chargeable as stated in the Netrust FAQ attached.

To facilitate the online renewal of the Netrust certificate, the user has to login to the certificate
client software - Entelligence. Entelligence will then connect to Netrust PKI servers over the
Internet to update the ESA agent’s certificate.

Internet access is required for Entelligence to update the certificate. In addition, if you are
using a corporate firewall, firewall ports 829 and 389 must be open. It is through those two
ports that Entelligence communicate with the Netrust PKI servers to update the user
certificate.

Checking the expiry date of Netrust certificate

Please perform the following steps to determine the expiry date of your Netrust certificate.

Step 1 | Insert the USB token into the computer, and ensure that the green
light on the token is lighted.

Green light

Step 2 | Launch the Internet Explorer.

e Click on “Tools” > “Internet Options” > “Content” tab>
“Certificates” > “Personal” tab.

e Check the certificate present under the “Personal” tab.
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Intended purpose: | <l b

| Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ #

| Issued To Issued By Expiration Date Friendly Name
Toh wes TAN MNetrust Cf1 /502005 oh wee TAN
| Toh wee TAN Metrust CAL  7/5(2008 oh wes TAN

Certificate intended purposes

e “Expiration Date” will show the expiry date of the Netrust
certificate.

e Online renewal of the Netrust certificate via Entelligence is
possible only :

e During the 3-month window, between the 11" and 14"
month from the Expiration date of the certificate.

NOTE: If the above 3-month online renewal window was missed,
please proceed to the Netrust office with the USB token and login
password to have the certificates manually renewed.
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Online Renewal of the Netrust certificate

Online renewal of the Netrust certificate via Entelligence is possible only during the 3-month
window, between the 11™ and 14" month from the Expiration date of the certificate.

NOTE: If the above 3-month online renewal window was missed, please proceed to the
Netrust office with the USB token and login password to have the certificates manually
renewed.

e Please ensure that you have installed the “Entelligence7” software found in the
Netrust installation CD.
o0 Please refer to the “Troubleshooting Installation of Entelligence7 and
Datakey” further below to confirm that the software is installed.
e Once the necessary software is installed, please refer to the following steps to renew
the Netrust certificate.

Step 1 Insert the USB token into the computer, and ensure that the green
light on the token is lighted.

Green light

Step 2 Right-click on the icon with a yellow-key and a red-cross to login to

the token. m

Step 3 Click “Log In to Entrust”.

Entrust Options. ..
Entrust Address Book. ..

Create Entrust Profile. ..
Recover Entrust Profile. ..

Status
Log In to Entrusk

Step 4 e Your user profile with your name should appear in the “Profile
name” box, type in your corresponding password in the
“Password” box.
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= Entrust Login I .ZJ

Entrust®
@ Copynight 1094-2004 Entrust, Al rights ressrved,

™
Profile MNIQ Ernest TAN)) L] Browse. .., |

Password: I

1)

[~ Work offline
NETRUST Welcame ko Netrust Deskbop Solutions 7,0

Cancel Help

e After you have entered the password successfully, the Entrust
client will begin performing the key update in the background.
This will take about 3 mins. DO NOT REMOVE THE TOKEN
DURING THIS PERIOD.

¢ Atthe end of the update, the following window will appear
saying that the certificates have been updated.

raur Entruzt profile information haz been automatically updated
ecauze your cerificates were updated by your Entrus
LA Hficat dated by pour Entrust
Adrniniztrator.

IF you have made any copies of your profile, DO HOT uze
thoge copies.

Pleaze restart any Entrust-Ready applications that are cumently
TURnIng.

e Click “OK”, and the red-cross at the bottom right corner should

o

also disappear, leaving the yellow-key. :

Step 5 Proceed to using the Internet Explorer browser to confirm that the
“Expiration date” has been extended.
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Step 6 At this step, remove the USB token from the computer, and close the
Internet Explorer browser.

WITHOUT the token inserted, re-launch the Internet Explorer.
e Click on “Tools” > “Internet Options” > “Content” tab>
“Certificates” > “Personal” tab.

Intended purpose: ! <Al v |
Personal |Other People : Intermediate Certification Authorities | Trusted Root Certificatior € *
Issued To 7 EXprae ﬁ‘—%
T N
( )

Certificate intended purposes

Close

e Ensure that there are no certificates located in the “Personal”
tab window. If there are, click on the certificates and select
“Remove”. Repeat this until all certificates have been removed.

e Close the Internet Explorer browser

Step 7 Insert the USB token, re-launch the Internet Explorer browser, and
attempt to login to LTALInK.
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Troubleshooting Installation of Entelligence?7 and Datakey

Step 1 Insert the USB token into the computer, and ensure that the green
light on the token is lighted.
Green light
Step 2 Right-click on the icon with a yellow-key and a red-cross to login to
the token. m
Step 3 Click “Log In to Entrust”.
Enkrust Options. ..
Enkrust Address Book, ..
Create Entrust Praofile, .
Recover Entrust Profile. .,
Status
Log Im ko Enkrusk
Step 4 e Your user profile with your name should appear in the “Profile

name” box, type in your corresponding password in the
“Password” box.
= Entrust Login _35]

Entrust®
@ Copyright 1994-2004 Eptrust, Al rights reserved,

‘ J ProflananQErnestT&Q 7] _Browse... |

Passward: I
[~ Work offline
Welcame to Netrust Deskbop Solutions 7,0

NETRUST

| Cancel | Help

e After you have logged on successfully, the red-cross should

10='|]

disappear, leaving the yellow-key.

¢ |If your profile is not seen in the “Profile name” box, proceed to
Step 5
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9= Entrust Login Zl
Missing
profile

I~ work offline
Welcome to Netrust Desktop Solutions 7.0 x
o | cancel Hep |

Step 5 Check for certificates and keys
e To check if the USB token can be read by the computer, go

to...
e “START” > “All Programs” > “Datakey CIP” > “Crypt32” > “CIP
Utilities” -
B Datakey CIP MG crypaz @]l@ CIP Utilties l
| start | @ O] € » fsentation1 iy Pa

o If the following message “CIP Failed to initialize” appears,
Datakey CIP might not be compatible with the PC’s operating
system. When this happens, proceed to Step 6 to uninstall

Datakey CIP.
m x|

! "_n. CIP Faled to nitialize {C_Initidize Returned OxL20)

o If Datakey CIP is working correctly, the following certificates
and keys can be seen from the CIP Utilities window
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IP Utilities Datakey, Inc. =]
Filz WYiew Options Help

cadear: Rainbow PCSC (Rainhow -
Certificate (1136584295163008f3765e4ef6 | mAchnol o gies iKeyVirtualReadesr 0)
Key {113e584a95163008F3765e4ef67
@ Certificate (2a75977 790db2dcasobf 28547
Key (ears97 Frandbzd-asobfza5aresbez .
Data (Entrust User)

atus: Net Logged In

{2 Data (Entrust Path) Token Overview
----- {1 Data (Entrust Apolication Options) ——————— e ——

= Slox 11 - Rainbow Technologies iKeyYirtualRead: | 3=rial Mumber: 90152810
{5 slox 12 - Rainbow Technolagies ikeyVirtualRead: Label: 90152510
{2 slex 13 - Rainbow Technologies ik eyvirtualReade vendor: *Rainbow Tech
Manufacture Date: 03/07/2005
Free Memory: 22537
2let Info
LI—I LI W mwmarF A aes TTh Mo smnrad mchb s
Login Status: User Mot Logged In

e Proceed to Step 6 if NO certificates and keys are detected

&k CIP Utilities Datakey, Inc.

=181x|

Flle  View Options Hep
g N2

5]
1= Slot U1 - Ranbow Technalogies KeyvirtualRead: lot Info

1= slat 12 - Rainbow Technologies KeyvirtualReads [ _
Slat 13 - Ranbow Technalogies KeyYirtualRy Manufacturer TD: Copyright (c) Datakey
Inc. Rainbow Technologles

iKeyVirtualReader 0

Flags: O0xG
Token NOT detected Ln reader.
Reader supports removable devices.
Reader is a hardware reader.

Hardware Version: 1.0

Firmware Version: 1.0

Ll | i
1 im Skabs: | lser ok | naed Tn

Step 6

Uninstall & Reinstall Datakey

e To uninstall Datakey CIP go to...
“START” > “Control Panel” > “Add or Remove Programs”

o Remove Datakey CIP
Datakey CIP

Click here For support information.

noe|R

o Remove Rainbow iKey Driver

ChangejRemove
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e For Windows 2000 and Windows XP users download
o0 Datakey (~22MB) from the following Internet link...
https://ssl.netrust.net/ssl/download/ltalink/datakey20.zip

o Entelligence7 (~11MB) from the following Internet link...
https://ssl.netrust.net/ssl/download/ltalink/entel7.zip

e REBOOT/RESTART your computer after un-installation of the
Datakey CIP and iKey drivers.

Step 7 Checks after re-installing Datakey and Entelligence

Go to Step 4 to check if certificate and keys are present
Go to Step 2 to log in to Entrust
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