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1 How to install Netrust Digital Signer
Step 1

Please uninstall any existing Netrust software. (If none of the following software is in the list of
programs, you may proceed to https://www.netrust.net/download/ to download and install the
latest software — Go to Step 2)

How to uninstall old software:

ol |
Go to Start e (bottom left hand corner) > Type Control Panel > Select Programs > Select

Programs and Features > Right click on the software to uninstall
Below are the list of software to uninstall from the computer:

e Netrust Digital Signer
o SafeNet Authentication Client Tools
e Entrust Entelligence Security Provider

Step 2

Click Resources

Step 3

Click Downloads

(:))NETRUST About Us- Producta- D.g.la‘s‘gmng- Eventse  eshopr  ContactUss  Q

‘ Downloads

Step 4
Scroll down until you see the CORENET category. Select the 1*! bullet point and download the
package
CORENET
CORENET 64 Bit =
o Netrust Digital Signer v4.1.7
SHA-1: 6acc02ef9638f557cleacda7daa390eaci23elce
MDS: f902809ee88849b103edfc5b8218c993
o Netrust Digital Signer Installation and Troubleshooting Guide (CORENET users)
SHA-1: bbc32877ebb24b3170fa7be84{193714ab3c09e2
MDS: 0941137d5a2balc7db391f91adf204be
o User Guide for Checksum Validation of Approved Plans using NDS v1.8
SHA-1: fe286dd711235766e24396e19bec79cd4e5817f9
MDS: Te4b16e37481c7821f2f1fEcbicaffo
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Step 5

Open the downloaded folder, right click and select Extract All...

*_ Downloads X + - C S
= - ™ (&) ) > Downloads > Search Downloads Q
@ New - 3% © @D = W T sort - = View - [® Extractall (B Details
£ Home MName Date modified 1
P Gallery - Today
. Corenet_NDS.zip I Tt (
> OneDrive - Personal
 Yesterday
«
@l Desktop * F
L Downloads »
F
?
?
& Extract All.. |
r
21items  1item selected 387 MB =0 )
Step 6
Select Browse... to save the folder in the Desktop and click Extract
X
€ 22 Extract Compressed (Zipped) Folders
Select a Destination and Extract Files
Files will be extracted to this folder:
C:\Users\susan.ler\Desktop
[ @ Show extracted files when complete
[
\
\ [
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Step 7

Go to your Desktop, locate and open the Netrust Digital Signer folder

Netrust
Digital Signer

Step 8

Right click on Please_Click_Me_First.exe and select Run as administrator

Netrust Digital Signer X + - i &
® New 5 @ @D ® W N sort = View
<« > v 4 > Desktop > Netrust Digital Signer > v G Search Netrust Di... 0
> @ OneDrive - Personal Name Date modified Type Size
Software 24/5/2023 14:38 File folder
{2 Desktop » 2| autorun.inf 24/5 Setup Information 1KB
(:), Please_Click_Me_First.exe 14KB |
|-] version.txt t 1KB
| 8 Run as administrator |

ditems  1item selected 140KB [=Eo

Step 9

If you encounter this prompt, click on More Info and select Run anyway

Windows protected your PC Windows protected your PC

n prevented an unrecognized app from Microsoft Defender Smar en prevented an unrecognized app from
st ght put your PC at risk starting. Running this app might put your PC at risk.
More info A
App: 4
Publisher: Unknown publisher
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Step 10

Select SafeNet Authentication Client (Step 1), Netrust Digital Signer (Step 3) and Entrust Entelligence
(Step 4) and install it

While installing the Netrust Digital Signer (Step 3), the 64bit configuration will also be automatically
configured.

Netrust Installation Kit )

This Kit will install the following components required for your NETRUST
Netrust Digital Certificate for the Corenet E-Submission

SafeNet Step 1: Install SafeNet Authentication Client 64 bit.

Authentication Client

| Install Java AdoptOpenIDK 21. Java is required for validation of list of approved plans from CORENET
Java X and verification of older v3 signed files.
PDF guide to verify java dick here or Visit https: //adoptium.net/

Step 3: Install Netrust Digital Signer.

= ||Netrust Digital Signer

«Y\NETRUST

r / YOU CAN BE SURE

Q)

NETRUST

l 64bit Configuration Done
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2 nSignBasic Cloud Signing

nSignBasic Cloud Signing is a token-less digital signing service that offers a modern alternative to
traditional USB tokens. Instead of using a physical device, users can sign documents by simply
logging in to the nSignBasic Cloud Signing platform through built-in authentication or Singpass, using
applications such as the Netrust Digital Signer.

During authentication, users will verify their identity through their mobile device using the Singpass
App or Microsoft Authenticator. Once authenticated, they can sign files securely without the need
for any USB cryptographic token.

This service provides users with an additional, convenient signing option alongside existing USB
cryptographic tokens.

Users may also continue using their USB cryptographic token if they prefer, as nSignBasic Cloud
Signing serves as an additional signing option.

2.1 On-boarding of nSignBasic Cloud Signing

To on-board to nSignBasic Cloud Signing, users can begin by registering their interest to apply by
emailing to customersupport@netrust.net, Netrust customer support team will follow up with the
necessary information and next steps. The high-level on boarding process is as follows:

1. User expresses interest by emailing customersupport@netrust.net
2. Netrust provides the required application forms for the user to complete.
Netrust Customer SU|’JDO\': <CLIS'.O\T‘-’:I'SU|'JDO\':@'?"":'.I'US'.‘PE".“/

Re:[## Netrust_136894 ##] nSignBasic Cloud Singing -

Message [ Authorization Letter Net ID Corporate.doc (26 KE)
Digital Certificate Application Form (Corporate Net ID).pdf (235 KB)

Dear
Kindly provide the following documents in a zip file, password protected, for this process

- Application form
- Letter of Authorisation (we will take it as submitted, no need company letterhead)
- Copy of your NRIC

3. Once the forms are submitted, Netrust will arrange a facial verification session with the user.
This verification step is similar to the current process for applying for a Netrust certificate and is part
of the IMDA audited Certificate Authority procedures.

4, After verification is completed, Netrust will assist the user remotely to set up their
nSignBasic Cloud Signing account.

Additional details such as payment, software to be installed will be provided after the user sends the
initial email.
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2.2 nSignBasic Cloud Signing with Netrust Digital Signer (NDS)

nSignBasic Cloud Signing feature is available in NDS v4.1.8 and above.

Y Metrust Digital Signer ver 4.1.8.0

Folders

B I vesiiop

& <™ Home
| Gallery

@ OneDrive
& Deskiop

2

7
N

Refresh
Work Area

Token Signing Cloud Signing

Extract
Signed/Ext

1. Drag/Double click on the files to be digitally signed to the Work Area.

(V) Netrust Digital Signer ver 4.1.8.0
Folders

Libraries
= DVD Drive (D:)
= DVD Drive (E:)

- o X
- = . a3 2
Al <& & B g 38 | # = b
Refresh  Token Signing Cloud Signing  Extract Verify  CheckPlans Checksum \Validate Signature  View Remove
Work Area Signed/Exiracted File Details Area
File Name File Path File Name File Path Signing Time ~~ Size

Files

Neme Size
[] Proposal pdf ent 4KB
[7) Subscriber Agreement pd.” 485 KB

Proposal pdf ent C:\Users\User\Documents\ent'Prap.

Subscriber Ag_.. C:\Users\User\Documents'\ent\Subs.

Signer(s) Information / Plans Validation Result(s)

User Information
Token Info No Token Detected
Log
InfToken = egsedIn User  NA
Details

Cefficate Expiry : NA
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2. Click on “Cloud Signing”.

V) Netrust Digital Signer ver 4.1.8.0
Folders
£ Home

| Gallery
@ OneDrive

- User
[ is PC
__ Libraries
= DVD Drive (D:)
= DVD Drive (E:)

= [ Desktop

Refresh  Token Signing Gloud swgr‘\rm
Work Area

- O X

v R # B = /3¢

Verily  CheckPlans Checksum Valdate Signature  View Remove -

Signed/Extracted File Detalls Area

Files

Name Size
[ Proposal pdf ent 4KB
[7] Subseriber Agreement pd... 485 KB

File Name File Path

Proposal pdf ent C:\Users\User\Documents\ent'Prop.

Subscriber Ag...  C:\Users\User\Documents'ent\Subs

File Name File Path Signing Time ~ Size

Signers) Information / Plans Validation Resul(s)

User nfomation
o Token Info No Teken Detected
g
InToken  LoagedinUser = NA

Details
Cetficate Expry : NA

3. A popup will appear with a cancel button. The default browser will open with nSignBasic Cloud
Signing authentication page.

If you wish to cancel the signing operation, close the browser that is opened by NDS, and click on the

Ill

“Cance

button in the NDS pop up to continue operating in NDS.

GV Netrust

Folders

(& = DVD Drive (D:)
e DVD Drive (E:)

- [m] X

o 38 # B ™%

Files

Name

[ Proposal pdf ent
[) Subscriber Agreement pd.

Processing your dloud sigring request. A browser tab wil be launched for you to peffomn cloud signing on yourfes

Refresh  Token Signing Cloud Signing  Extract  Verify  CheckPlans Checksum  Valdate Signaturs  View Remove
Work Area Signed/Extracted File Detais Aea
File Name File Path File Name Flle Path Signing Tme  Size:

Proposal pdf ent C:\Users\User\ Documentstent\Prop.
Subscriber Ag... C:\Users\lUser\Documertshent'Subs.

This process may take some time depending on your file size.

Cancel

Signer(s) Information / Plans Validation Result(s)

depending on your i size.

Processing your cloud signing request. A browser tzb will be launched for you to perform cloud !gnn‘s process may take some fime

User Information
Token Irfo No Token Detected.
Log
InfToken  LoggedInLeer © NA
Details

Certificate Expiry : NA
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4. There are two options to authenticate in nSignBasic Cloud Signing
a. Built-in nSignBasic Cloud Signing authentication
b. Authenticate with Singpass

(:Y)NETRUST
nSignBasic Cloud Signing

Login below to sign the documents

More login options

Authenticate with singpass
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Built-in nSignBasic Cloud Signing authentication |Authenticate with Singpass Login

1. Click on “Login” 1.

Click on “Authenticate with Singpass”

Authenticate with singpass

2. Login with the email address that is registered | 2.
with nSignBasic Cloud Signing

Sign in with your email address

Email Address

Email Address ‘

Password

Password ‘

Forgot your password?

Scan the QR code on Singpass page with
Singpass App that is link with nSignBasic
Cloud Signing account that is used for signing

Scan with Singpass app
tologin

3. Enter the OTP from the nSignBasic Cloud 3.
Signing account in Microsoft Authenticator
App*

&)

Enter the verification code from your authenticator app.

*Created during the first digital signing using
nSignBasic Cloud Signing

Complete the login process on Singpass App

| singpass \

Allow QR login on
Singpass app

Singpass will redirect to nSignBasic Cloud
Signing after successful authentication

You are being redirected to nSignBasic Cloud Signing
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5. The browser will get redirected back to nSignBasic Cloud Signing after successful authentication.
nSignBasic Cloud Signing will display the files that will be digitally signed. Click “Confirm” if the

files are correct.
(\)NETRUST

nSignBasic Cloud Signing

You are signing the following documents on Netrust Digital Signer.

Please click on the confirm button to proceed.

Proposal.pdf
Subscriber Agreement.pdf

6. After digital signing of files is successful, the browser will display the following. Go back to NDS.

~ @ localhost:1035/csc/callback?code. X -

< C') (O localhost: 1035/csc/callback?code=FOtsIFZzMrMwLIrCkYHY 8istate=credential

Successfully signed file. Please retum to the signing application

7. The signed files will appear in “Signed/Extracted File Details Area” area. NDS will also display the
successful message in “Signer(s) Information / Plans Validation Result(s)” area.

(1) Netrust Digital Signer ver 4.1.8.0 - o x
Folders

Z & Bl BE [+ B =[x

FEAERFEEEEA

"= DVD Drive (D)
=r DVD Drive (E:)

Refresh  Token Signing Cloud Signing ~ Extract
Work Area

Werify  CheckPlans Checksum Validate Signature

View

Remove

( Signed/Extracted Fie Detais Area

File Name File Path

Proposalpdf  C:\Users\User\Documents\Proposal.
Subscriber Ag... C:\Users\User\Documents\Subscrib

Files

Name Size
Proposal.pdf 1K
Subscriber Agreement pdf 483 KB

File: Name File Path

Proposalpdf.... C:\Users\User\Documents'ent'Prop
Subscriber A C:\Users\User\Documents ent\Subs.

Signing Time
11 Dec 202
11 Dec 202

Size
4KB
485 KB

Signerig) Information / Plans Validation Result(s)

reement pof ent

&

[File 1] Successfuly signed fle C:\Users' User*Documents* Proposal pdf to C:Users\Liser! Documents\ert Proposal.pf ert
[Fle 2] Successfuly signed file C:\Users' User: Documents\ Subscrber Agresment pdf to C:\Users\User\Documents \ent\Subsorber

User Information

Log
InfToken  Loagedin User = NA

Details
Cetficate Expry : NA

Token Info No Token Detected.
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2.3 Reset Password for Built-in nSignBasic Cloud Signing authentication

1. Using a browser to browse:
https://form.nsignhub.com/signing.aspx?key=85259351-bd16-44a8-a68c-28ab7c09a9f2

2. Click on “Signature” box.

(: Y/NETRUST nSignBasic Cloud Signing - Sample Signing

N

nSignBasic Cloud Signing
Sample Signing Document

Hil This is a sample document to test sign with your nSignBasic Cloud Signing
certificate.

»

3. Click on “Login”
-))NETRUST
nSignBasic Cloud Signing

Login below to sign the documents

More login cpti¥ns

Authenticate with singpass
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4. Click on “Forgot your password?”

GY)

NETRUST
Sign in
Sign in with your email address

Email Address

Email Address ]

Password

Password ]

Forgot your passwo "‘”

5. Enter the email address that is registered with nSignBasic Cloud Signing and click on “Send
Email”.

< Cancel

NETRUST

To reset your password, enter your email address to receive a
one-time verification code.

Email *
‘ Email ’
1
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6. An OTP will be sent to the email address that was entered.

nsignbasic-noreply <nsignbasic-noreply@netrust.net>

nSignBasic Cloud Signing | Password Reset Verification Code

Password Reset

We received a request to reset your password. Here is your verification code.
Your code’ OTP

Please note that this code expires in 10 minutes.

If you didn't make the request, you can ignore this email.

Contact customersupport@netrust.net if you need help.

Best Regard.
Netrust Customer Support

7. Enter the same email address that was used to reset password and also the verification code
that is sent to the same email address. Click on “Verify Code”. If no OTP is received within 5
minutes, please click on “Resend Code”.

NETRUST

£ Cancel

Enter the verification code you received in your email below.

Email *

Verification Code *

Resend Code Verify Code
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8. Click on “Continue”.

a)

NETRUST

< Cancel

E-mail address verified. You can now continue.

Email *

'

9. Enter the same desired password into the text boxes. Click on “Continue”.

NETRUST

< Cancel

New Password *

‘ b\lew Password ’

Confirm New Password *

Confirm New Password ‘

'

10. Password reset completed. You can close this Window.

NETRUST

Your password has been reset successfully.
Please close this page and login again with
your new credentials.
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11. Testing of new password can be done by completing the nSignBasic Could Signing Sample

Signing page.

(*})NETRUST nSignBasic Cloud Signing - Sample Signing

nSignBasic Cloud Signing
Sample Signing Document

Hi! This is a sample document to test sign with your nSignBasic Cloud Signing
certificate.
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3 Troubleshooting

3.1 Error 1-No valid tokens issued by Netrust were found

| can’t sign from the Netrust Digital Signer, it is showing this error from the pop up message and
token info

Novaid tokens ssued by Netrust were

7

7
) o
g !
i

‘‘‘‘‘

i

Sorers) romaten

e ot

IS Toene Tohenpresmrt
- Logged n User - NA

Cuttica Expry - NA

Please verify the validity of your certificate using the Safenet Authentication Client tools to ensure

that it has not expired. If the certificate has not expired, please follow the steps on page 3 to
uninstall the existing software and install the latest version.

Please contact Customer Support at 62121388 if the certificate has expired.
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',,5:{ SafeNet Authentication Client Tools

v -(8) SafeNet Authentication Client Tools
v 4§ Tokens

v User's Name
User certificates
4k Settings

{\r;é Client Settings

© Netrust Pte Ltd.

NETRUST

YOU CAN BE SURE

201?78

Issued To Issued By Expiration Date ~ Purposes
I’l_gl User's Name Metrust CA 2-1  5-0ct-2023 Al application policies I
%] User's Name Netrust CA 2-1  17-0ct-2021 All application policies
(5] user's Name Netrust CA2-1  13Feb-2023 Al application policies
[5] user's Name Metrust CA 21 §-0ct-2023 Al application policies
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3.2 Error 2 —1am unable to access the Netrust Digital Signer as it auto closes
after opening

Step 1: Please right click on the icon for Netrust Digital Signer, and click properties.

5

[(IEtTU2Y
(0l St
¥ O @ B W
[®] Open Enter
™ Open file location
FD Compress to ZIP file

Copy as path Ctrl+Shift+C

Properties Alt+Enter

&
9

Share with Skype

&

Show more options Shift+F10

Step 2: Click on Compatibility and set to Windows 8

Y Netrust Digital Signer ver 4.1.1.0 Properties X |

Security Details
General Shortcut

i this program isnt working comectly on this version of Windows,
try running the compatibility troubleshooter.

[ Run compatibilty troubleshooter ]
How do | choose compatibility settings manually?

mode
@ Ry this program in compatibility mode for:
Windows 8 v

Windows 95

Windows 98 / Windows Me
Windows XP (Service Pack 2)
Windows XP (Service Pack 3)
Windows Vista

Windows Vista (Service Pack 1)
Windows Vista (Service Pack 2)

() Run this program as an administrator

(7) Register this program for restart

(7] Use legacy display ICC color management
Change high DPI settings

% Change settings for all users

OK Cancel Apply

Step 3: Click Apply and try to open Netrust Digital Signer again.
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3.3 Error 3 —Certificate Key Algorithm is not supported

BY signing Failed !

Unable to sign

x -The certificate key algorithm is not supported.

Trouble Shooting Guide : Ditps://v 1.net/ J 1
1ps /lwrvrw netryst net/corenet/fag , HelpDesk : +65 62121388, Email: customersuppont@netrust.net y
Z

Please ensure the following software is installed: Entrust Certificate Agent

Remove your token.

Right-click on the following icon:

No Entrust securityetg

Options...

Enroll for Entrust Digital 1D...

[
Recover Entrust Digital [D...
I Entrust Certificate Explorer

Help

Log In...
[ —

_ 500PM
S aE B;

Delete the certificates that are not required, usually it will be issued by Microsoft (after Windows

update).
Iﬂ Entrust Certificate Explorer
File Edit View Help
s
Personal MName Email lssued by
Trusted People
Other People
Delete all
certificates not
required.
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3.4 Error 4 —Arequired configuration file (Nconfig.ini) cannot be located

BX Signing Failed ! X
: ; é : A required configuration file (NConfig.ini) cannot be located !
0K
Trouble Shooting Guide : https.//w ww . netrust.n i paf
FAQ: hitps://www.netrust.neticorenet/fag php , HelpDesk : +65 support@netrust.net

Please go to the NDSv4.1.7 folder and open the Software folder > NDS > double-click to run
Nconfig64Bit.exe.

NDS X +

& aF (&] J > - NDSv417 > Software > NDS > Search NDS Q

4
m
),

[
w
o
A
[l
<
]
2

(B Details

Name Date modified Type Size
<% Home '

A Gallery Today
’ ¥ Netrust Digital Signer.msi

i?setup.exe 1/2025 10:53 Application

[%] 64bit_Install_Script.bat 2025 10:52 Windows Batch File

(| Neonfigesit.exe 7/11/2025 10:52 et 192 KB

Windowslnstaller3_1
DotNetFX48

DotNetFX

I, 64bit Configuration Done
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3.5 Error5—Thereis an error when | click on “Log In/Token Details”
Netrust Digital Signer ver 4.1.1.0

g Unhandied exception has occusred in your application. ¥ you click
Continue. the application will ignore this error and attempt to continue . i
you click Quit, the will close

>

Unable to load DLL "Etkn The specified module could not be found [
Sign Eoation from HAESULT. Ox3007007E) |

Continue

See the end of this message for detals on involking
| wstintime (UIT) debugging Instead of this dialog box

|
::”" * Exception Text ~ P AT

Qo

lk-d:l.lolo.dDLL‘Bkna The specfied module c
at Netrust. w#mlm‘lﬂ-ﬁ ElLogn(: password)
at Netrust Digital Signer frmMain btn View TokenDetails_f OekOhhd sender. EvertA
at System Control OnClick (Event.
at Syst
at

(EvertArgs o)
System.’ ‘Windows Forms Button | G\MWM—EM mevert)

3.6 Error 6 —String not recognised as valid date/time

User Information *

e String was not recognized as a valid DateTime,

For errors 5 and 6, please follow the steps on page 3 to uninstall the existing software and install the
latest version.
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3.7 Error7-—
Y Netrunt Dvgatal Segner ver 4
Folders
= Il Doskiop
W Onelrive - Personal
asm
mr This PC
¥ ¢y Ubranes
B e WM_20110706 (G2)
o b Network
+ [l Cortrol Panel
& ?oua-t-nu
“  PuUB
£3 Project Exponts zip
Edes
Namo Sue
T2 Adobe Appication Manager 2K8
7 Adobe Photeshop CC 2015 2KB
ActoCAD LT 2023 2K8B
Bt Toerort 1KB
7% CapCunt 2KB
- CLSID_Desktop Spatiight
(£ Control Panel
# EDAFORM EDF 1K8
Farofox 2KB
L Gmal - Re_ CSC Stte Ins. 426 KB
Google Clwome IKB
1 Netrust Dignal Sigres ver. IKB
Person 2 - Edge ke
plot log IKB
SCREENSHOT jpg 281 KB
sherwin - Chrome IKB
SITE PLAN jpg 136 KB

Unable to sign due to error “Invalid provider type specified”

[
{

— pm—— a : PR \ e e )
@\ =Ry 38+ B =[x
Refresh Sgn  CoudSgnng  Bxiract Vernly  (heckPans Checksum Vaidate FOF  View Remove 5
Wok rea Sored/Beacted e Deta Fes
Fie Name Fle Path Fie Nyme Fie Path Sowyg Tme  Sae
1558 Tampn.  C\Usens\ACER \Dowrloads\ 1558 T

12V Signing Failed ! x

Unatie 1o 5ign ClsersACER Downloads\ 1558 T thater:

< g
Sorerts) infommation /

mpectionteport_a.docx. Invalid prowder type spechied.

NOS v4.1.7.0- Troutie Shosting Guice
FAD

L HapOesa =63 5121288. Eral 0Fvenoeon@rerist rer
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First, ensure SAC is optimised to run properly.

1. Go to Task manager and under Startup apps > Ensure that the SACmonitor.exe is “Enabled”.
Task Manager Q. Type a name, publisher, or PID to search
Startup apps B8 Run new task

Last BIOS time: 4.

Name
o
i= Enabled Not measured
2 e exe Enabled Mot measured
Bl evenote vernote Disabled None
4 Intel® Graphics Comman... [N Disabled None
B jusched.exe Enabled Mot measured
Disabled
isabled
Enabled
Enabled
Enabled Mot mea

Enabled Mot measured

>
»
t? PccMTMC e Enabled Mot measured
(%)

PccNTMc = Enabled Mot measured

¥ Phone Link isabled Mone

mea:

- Terminal s None
Tomcatd.0.10 Enabled Not measured
Tomcatd. e Enabled Mot measured
Tomcatd. e Enabled Mot measured

" Tomcatd.0.111-samw.exe Enabled Mot measured
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2. Open SafeNet Authentication Client Tools. Click on “Client Settings”

(S) SafeMet Authentication Client Tools = *
«Y\NETRUSI1
r YOU CAN BE SURE
v --';‘,-_i\;' SafeMet Authertication Client Tools Password Quality  Advanced
A ‘; Tokens
.~ @ Shan Chin DING -
M length (characters): =
H » F] User certificates =) E =
L. 3% Seftings Maximum length (characters): 20 B
E'"Eot Client Settings Minimum usage period (days): 0 =
Maximum usage period (days): 0 =
Expiration waming period (days): 0 =
History size: 3 =
Maximum consecutive repetitions: 2 =
Must meet complexity requirements: Mane I
Manual Complexity Rules
Uppercase letters: ~ Permitted Numerals: Pemitted
Lower-case letters: ~ Permitted Special characters:  Permitted
Set to Default Save Discard

@ Netrust Pte Ltd.

3. Click on “Advanced” tab. Ensure that the option “Show application tray icon” is set at “Always”.

';',-_3\;' SafeNet Authentication Client Tocls - x

«Y\NETRUST

[ | YOU CAN BE SURE (@ﬂ@@

v --';‘,-_i;' SafeNet Authentication Client Tools Password Qua
v ‘; Tokens

i~ - Shan Chin DING

: ¥ ﬁ User cerfficates
E Settings 8 Copy CA certificates to the local store.

0s Client Settings

the local store

] Enable single logon.
Enable single logon for PKCSH11.
B8 Allow password quality corfiguration on token after initialization.

B Allow only an administrator to corfigure password quality on token.

Show application tray icon: Hways w
Automatic logoff after token inactivity in minutes): Never ~ 5
Enable Logging Save Discard
® Netrust Pte Ltd.
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4. If not, set to “Always” and click “Save”.

Password Guality Advanced

Copy user certificates to the local store.
Copy CA cenfficates to the local store.
[] Enable single logon.
Enable single logon for PKCSH11.
Allow password quality configuration on token after intialization.

Alow anly an administratar to configure password quality on tok

Show application tray icon:

Automatic logoff after taken inactivity {in minutes):

Enable Logging " Discard

5. Check your tray on the taskbar if the Safenet Authentication Client icon is there.
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To resolve the issued faced when signing, please check the following.

1. Please check if your Netrust Digital Signer is the latest version. Otherwise, do follow the
steps on page 3 to uninstall the existing software and install the latest version.
2. Ensure that the Safenet Authentication Client is the latest version. To check, open Safenet

Authentication Client tools and click “About”.

| § SafeNet Authentication Client Tools . X

NETRUST |

YOU CAN BE SURE t,;‘,)@@‘?@

’ ‘ / Rename Token }
’ [ dekkk Change Token Password J |

[ p View Token Info

© Netrust Pte Ltd.

| 7= =5 P 7 me |
| (S) SafeNet Authentication Client Tools - X

| |
=))NETRUST |
[ YOU CAN BE SURE 2012¢e |
)§ About 3 |
®  ()NETRUST
| |\®@ B/ vou can Be sure ‘
| — — \
SafeNet Authentication Cient 10.9 (10.9.3283.0) [Vaidate Bnary Signatures | ‘
’ | Copyright © Thales Group. Al rights reserved e L

https://www netrust net

© Netrust Pte Ltd.

3. If any software is not up to date, follow the steps on page 3 to uninstall the current version,
install the latest version, and restart your computer to verify if the issue persists.
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To resolve the signing issue by restarting Safenet Authentication Client

1. Ifthere are errors during signing, restarting the Safenet Authentication Client may resolve

the issue.

2. Close the Safenet Authentication Client window, find the Safenet Authentication Client icon
in the system tray, right-click on the icon and select “Exit”.

ettings

el _Epsds

B O

N

glnformation

password appears. Enter the password and if the .ent file is generated, the signing issue is

resolved.

a
Folders
=) I Desktop
% £ Home
) Gallery
% @ OneDrive
% @ Deskiop

Work rea

9 ] Documents
% L Downloads

FleName  Fle
OsignedFie fie

5 O Music

o I Pictures

% i Videos

o [ This PC

% __ Libraries

% 38 Network

4 4 Control Panel
¢/ Recycle Bin

5 = asnleditor

%~ asnlislapo

S) Token Logon

(:1 NETRUST

5 = cometx
%~ Demo_NDS_Annex_Verfication
ent

Files

Name Sz Type Date Modfied
B 0-signedFile file 113KB  Adobe Acrobat . 16/10/2025 10:
| tytesxt TKB Text Document  2/6/2025 4:39:0.
[ oyte txt prg 1KB PNG File 16/7/2025 1:53:
ZDyte txt 1KB Text Documert  11/6/2025 5:25:
certdetais.cer 2KB  Security Certificate 8/7/2025 2-19:1 o
7A]Chrome - CORS. 2KB Shorteut 2471012024 55
Control Panel System Folder Sier() rfomation / Plns Vald
license (2)1xt 10KB Text Document  30/10/2025 11
o License docx 24KB Microsoft Word .. 30/10/2025 11
icense txt 10KB Text Documert  30/10/2025 10:
Login with Singpass Guid. 19/12/2024 50.

247472025 3:10:
e 15/10/2025 10:
23/412025 5:15:
247412025 3:10:
1171172025 4:2.
161072008 12

Cuentlanguage: EN
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To restart Safenet Authentication Client if the icon is not appearing in the system tray

1.

&) Gallery

79 Desktop

& Pictures

® Music

etrust Digital S

i Pro

% OneDrive

W This

A Ho

&) Gallery

Desktop
ds
bcuments

= Pictures

If the Safenet Authentication Client icon does not appear in the system tray. Close any

Safenet Authentication Client windows and go to C:\Files\SafeNet\Authentication\SAC\x64

+

This PC Acer (C)

[ JSky
[ PR
. pt-BR
8 o-rO
[l
.o

-
muTR

Program Files

164.dll

ntTokenEngine.dil

B cTokenHID.dIl

B 1DPrimel

64.dll

IDPrimeTokenEngine.dil
g

+

This PC Acer (C)

LSy
TR
[ ptBR

-Gy

. th-H
IS

. zhTw
Ba

ages.dil

Program Files

164.dil

Ba ntTokenEngine.dll

B cTokenHID.dIl
B 1DPrimel

64.dil

IDPrimeTokenEngine.dil
g

ages.dil

SafeNet

Authentication

File folder
412pm File folder
2pm File folder
2pm File folder
2pm File folder

File folder
File folder

File folder

5412 pm File folder

25

SafeNet

412pm

25 4:

&

&

&

412 pm File folder

412 pm File folder
112 pm File folder
112 pm File folder

File folder

File folder

Application extens.
Application extens.
Application extens.
Application extens.
Application extens.
Application extens..

Application extens..

Application
Application

Application

Application extens.

Authentication

Type
File folder
File folder
2pm File folder
2pm File folder
2pm File folder
2pm File folder
2pm File folder
112 pm File folder
112 pm File folder
412 pm File folder
412 pm File folder
412 pm File folder
2pm File folder
2pm File folder
12 pm File folder
Application
Application
Application
Application extens.
Application extens.
Application extens.
Application extens.
Application
Application

Application

Application extens..

@ Preview

(D Preview
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3. The Safenet Authentication Client icon will appear in the system tray.

4. Right click and select “Exit”.

glnformation

5. Open the Netrust Digital Signer and try signing your file and check if the prompt for
password appears. Enter the password and if the .ent file is generated, the signing issue is
resolved.

)

Folders
& [ Deskiop 87 | g Y @ &&
2 3 Howe ;YA # B Wizl /21
A Gallery v nirs v
’ : OneDrive Refresn gitact ey  CheckPans Checksum YValdale Signafure  View  Remove  ClarAl Preferences  Help About Ext
7 @l Deskiop
T boen < Work Area Signed/Bxtracted Fie Detals Area
@ &) Music Fie Name Fie Path Fie Size FleName  File Path Siring Tme ~ Size
@ P4 Pictures UsignedFiefle ( 113K8
3 Videos
[ This PC
Libraries
W Network
[ Control Panel
¢ Recycle Bin
s
asnleditor
asnljslapo
cas
cometX 8
Demo_NDS_Annex_Verification {® Token Logon x
ent
= =y \NETRUST
Files (, "
Name Size Type Date Modified
O-signedFile file: 113KB  Adobe Acrobat 1671072025 10:.. Enterthe Token Passwod
S hytere 1KB Text Document  2/6/2025 4:39:0
[%] byte txt png 1KB PNG File 16/7/2025 1:53: Token Name:
| Zytetnt 1KB Text Document  11/6/2025 5:25:...
[ centdetails_cer 2KB Security Certificate  8/7/2025 2:19:1 Token Password: |
1] Chrome - CORS 2KB Shordut 24/10/2024 55. —
[EZ|Control Panel System Folder Signer(s} Informatin / Plans Valid CurrentLanguage: EN
llicense (2).txt 10KB Text Document  30/10/2025 11:.
ol License docx 24KB Microsoft Word .. 30/10/2025 11:..
license txt 10KB Text Document 30/10/2025 10-. o]
il Login with Singpass Guid... 1.536KB Microsoft Word ... 19/12/2024 5:0...
5] Login with Singpass Guid. 1KB PNG File 247472025 3:10:
Sillolhaha cer 2KB Secuity Cerificate 15/10/2025 10-...
| mount txt 1KB Text Document  23/4/2025 5:15:
[=] mount txt.png 1KB PNG File 247472025 3:10:
il NDS docx. 1174KB Microsoft Word . 11/11/2025 4:2.
) Netrusst Dicital Sianer ver 3KR Shadcrt 1671077075 33
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3.8 Error 8 —Unable to sign using Cloud Signing
If the pop up disappears shortly after “Cloud Signing” is clicked and nothing happens next, please
close NDS and execute NDS with administrator permission.

&) Netrust Digital Signer ver 4.1.8.0

Folders

HEE®HS®
EREQI«

it

) wr DVD Drive (E)

Refresh  Token Signing Cloud Signing ~ Extract

Work Area

- o X
=L
7 =
a:m _
B # = -
Verify Check Plans Checksum Validate Signature View Remove

Signed/Extracted File Detais Area

File Name File Path

Proposal pdf.ent  C:\Users\User\Documents'ent'\Prop
Subscriber Ag... C:\Users\User\Documents\ent\Subs...

Files
Name:

[ Proposal pdf ent
) Subscriber

Processing your cloud siging request. A browser tab willbe launched for you to perform cloud sigring on your files
This process may take some time depending on your file size

File Name File Path Signing Tme ~ Size

Cancel

Signerls) Information / Plans Vaiidation Resuk(s)

Processing your =

depending on yourfile size

Tor you to perform cloud signing on your files. This process may take some time:

User Information

N Token Info No Token Detected
og :

InfToken  LoggedInUser © NA

Details

Certficate Bxpiry : NA
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3.9 Error 9 —Browser is not able to access to nSignBasic Cloud Platform
| b Eﬁ nsignbasic.netrust.net x 4+ — O

G (@ https://nsignbasic.netrust.net/oauth2/authorize?response_type=code8iclient_id=fD0Acsr... ¥7 {‘E :0

Hmmm... your Internet access is blocked

| Firewall or antivirus software may have blocked the connection.
Try:
+ Checking the connection

» Checking firewall and antivirus configurations

ERR_METWORK_ACCESS_DEMIED

Please ensure that the following URL is accessible from user device where NDS is installed.

https://nsignbasic.netrust.net/
https://nsignbasiccloudsigning.b2clogin.com/
http://crl.netrust.net
https://cloudsigning.netrust.net
http://localhost on port1024 — 1200
https://id.singpass.gov.sg/

ok wNE
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